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CUMMeTpUYHAs ay TeHTH(DUKAIINS TaKKe
HOCUT Ha3BaHUe MHPPACTPYKTYPHI OT-
kpbiThix Kirodei (ru PKI). OHa oyeHb
XOPOLIIO [OAXOIUT IIOfI TPeOOBAHMUS OKPYIKAIO-
mrero Hac Mupa. Paxkrudecku MHTepHET ABISA-
eTCs OMHUM M3 TJIaBHBIX moyb3oBatenent PKI.
Ha npakTuke cTOJb XKe 9aCcTO HPUMEHSIOTCS
KOMOMHAIUM CHMMETPHIHOTO M ACHMMeTPHY-
HOTO ITOIXOJIOB C UX ILTIOCAMHU — CKOPOCTBIO pa-
OO0TBI CUMMETPHTHOTO 1 6€30I1aCHOCTDIO ACHM-
Merpuiaroro. Kommanus Atmel Beimyckaer Mu-
KPOCXeMBI /151 000HX THUIIOB ay TeHTH(DUKAIINHL.
B cratbe paccMOTpeHBI HEKOTOPBIE IIPHMephI
OpraHU3alUK JOIOJHUTEILHOTO YPOBHS 3a-
U THl HHGOPMALIUK BO BCTPAMBAEMbIX CHCTE-
Max Ha 6ase HeOPOroil KpunrorpapuIecKo
mukpocxembl ATSHA204A. Ona noppneprxuBaer
xpuntorpacdudeckuit aroputm SHA-256 u ot-
JIMYHO TTOAXOMUT JJISL 3a1aY CUMMETPUIHOM ay-
TeHTH(DUKAIIUH.

KpHnTOrpagryeckue MUKPOCXeMbl

AnnapatHo 3aljULyEeHHble
MUKPOCXEeMbl CEMEUCTBA
CryptoAuthentication:
NnoTeHLMasbHblE NPUMEHEHHWS

ATSHA204A

Kak usBecTtHO, ayTeHTU(UKALUA MOXKET ObITb BbIMOSHEHA ABYMS OCHOBHbIMU
cnoco6amu — CUMMETPUUHDBIM U ACUMMETPUUHbIM. OCHOBHOE OT/IHYKE MEXAY
HUMH COCTOMUT B TOM, KAKUM 06pa30M UCMONb3YIOTCSA CeKpeTHbie Knlouu. Ecnu
M Ha CTOPOHE XOCTa, U Ha CTOPOHE K/IMeHTa NPUMeHAETCs OfIMH U TOT XKe KoY,
TO ayTeHTU(UKaLUa — cuMMeTpuuHas. Ecnu xxe ucnonb3yercs matemaruue-
CKM CBsi3aHHas Napa OTKPbITOro U 3aKpbITOro Kjlo4ueH, To ayTeHTUdHKaL s —

aCMMMeETpHUUYHasdA.

CuMMeTpUYHas ayTeHTU(DHUKALUA
no cxeme «3anpoc — oTBeT»

C XpaHeHHeM CeKpPeTHOro Kjlo4a
Ha CTOpoHe xocTa

[Ipu B3auMHOI aBTOPHU3AIUU MEXIY XO-
CTOM U KJIHEHTOM 06e CTOPOHBI UCIIOTB3YIOT
OJIVIH U TOT K€ CEKPETHBLI K04 In(POBAHHS.
B namem npumepe U KJIUEHT, ¥ XOCT COfiepKaT
mukpocxeMmbl ATSHA204A, B 3amuieHHyI0
MaMATh KOTOPBIX 3apaHee 3allpOrpaMMUpPOBAH
OJVHAKOBBIN CEKPETHBIN KIII0Y (pmc. 1).

[Iporecc HaumHAETCS, KOIZIA XOCT IOCBLIAET
KJIMEHTY CTy4aiHOe 4HCII0-3aIPOC, CO3TAHHOE
BCTPOCHHBIM TeHEepaTOPOM CIYJallHbIX YHCeNI
mukpocxembl ATSHA204A (rar 1). Hampumep,
9TO IIPOUCXONUT B TOT MOMEHT, KOIJIa aKKyMYJLs-
TOPHBII OJIOK BCTABJISETCS B GPEH/IOBBII 1Ty PY-
noBept. KitneHT, osy4us 3ToT 3apoc, mopaer
ero Ha BXof Xeni-aaroputma SHA-256 Bmecte

XocTt
ATSHA204A

MK

Bepuduuvposan

Xew-
GyHKuma
(SHA)

He Bepudu-
uMpoBaH

KnueHr
ATSHA204A

Puc. 1. CummeTpruHas ayTeHTUHKALMS N0 CXEME «3anpoc — OTBET» C XPaHEHHEM CEKPETHOrO K/1loya Ha CTOPOHE XOcTa

C XpaHﬂH_[I/IMCH y HEro B ITaMsiITHU CereTHbIM
KJIIOYOM. B pesysbraTe mosnydaeTcss HOBOe iC-
JIO-OTBET, KOTOPO€E TAK)KE HA3BIBAIOT KOIIOM ay-
rertuukanuu coobrenus, wi MAC (Message
Authentication Code). OtBer mepecbuiaercst
B XOCT. BMecte 06a [eficTBYs COCTABIIAOT I1ar 2.
Ha ciiepyroruem, 1are 3, X0CT y ce6st IpOroHs-
T TO JKe caMoe CIydaiHOe IHCII0, KOTOPOe OH
[OCBUTAN KJIMEHTY, YePe3 XeIll-aITOPUTM C HC-
T0JIb30BAHKMEM CEKPETHOTO KITI0Y4, XPAHSIIIErOCs
B €T0 IIAMATU. 3aTeM XOCT CPaBHHUBAET [[BA A/~
5KeCcTa — TOJIBKO YTO BBIUMCIIEHHBINA 1 HOTIY‘{CH‘
HBIA OT KJIMEHTA. B Cny‘{ae COBITAJCHU KJIUCHT
cuuTaeTcst BepuHUIIPOBAHHBIM, TO €CTh IIPO-
IIeAIITIM ay TeHTH(DUKALITIO.
OcHOBHBIE 0CO6EHHOCTH:
® ObICTPBILI IPOLIECC CHMMETPUIHOI ay TEeHTH-
ukarun;
® BaIUIIeHHble KPUITOrpapUIecKue MUKPO-
CXeMbl Ha 06erX CTOPOHAX 06eCIeynBa0T
6e30IacHOe XpaHeHHe CEKPETHDIX KITI0Teil.

CuMMeTpUUHas ayTeHTU(DUKaLUA

no cxeme «(PMKCUPOBAHHbBIN

3anpoc — oTBeT» 6e3 xpaHeHUs
CeKpeTHOro K/lo4a Ha CTOpoHe XxocTa

CumMeTpuYHas ayTeHTHQUKAIUSI MOXKET
ObITH BBIIIOJNIHEHA U 6e3 KpunTorpadudaeckoit
MHKPOCXeMBI Ha CTOPOHE X0CTa. Takoi MOIXoz
HOCHT Ha3BaHUe «(UKCHPOBAHHBII 3a1IPOCH.
31ech XOCT yiKe He UCIOIb3YeT CIIydaiHble THC-
JIa — BMECTO 9TOTO IIPUMEHSIOTCS OIIpeIesIeH-
HbIe [Tapbl 3apaHee BHIYUCIIEHHBIX Yrcen (puc. 2).

[t BBIYUCIEHUST OTBETA KKMIbI PUKCH-
POBAHHBIN 3aMPOC 3apaHee IPOTOHSIETCS MPH
IPOU3BOICTBE KOHETHOTO U3IENIUs depe3 Xelll-
JITOPHUTM C IIOMOLIIBIO OIPEIEIEHHOTO CeKPETHO-
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IO KIIOYA. SHAYeHNsI 3aIIPOCOB U IIPEIBAPHTEILHO
BBIYHCIICHHBIX, COOTBETCTBYIOIIIX UM OTBETOB
3aMICHIBAIOTCS B 9HEPTOHE3ABUCUMYIO IAMSTD
MUKPOKOHTpOJIIEpA Ha CTOPOHe X0cTa. Bo Bce mu-
kpocxembl ATSHA204A Ha cTOpOHE KIMEHTOB CU-
CTeMBI 3aIUCBIBACTCS OTOT JKe CEKPETHBIN KO,

Korma xocT HOChUIaeT IpenBapUTeIbHO 3arpy-
JKEHHBI B €r0 MaMsITh (PUKCUPOBAHHBII 3aIIPOC
KJIMEHTY C LefIblo ayTeHTHduKanun (mar 1),
KIMEHT [NOJDKEH 3aIlyCTHTD Y CeOsI TAKOM JKe Xelll-
QITOPUTM Hafl 9THM (PUKCHPOBAHHEIM 3aIPOCOM
LIS TeHEePAIIU OTBETa. 3aTeM OH OTCBLIAET I10-
JIydeHHBII 0TBeT 06patHo (1rar 2). XocT cpas-
HUBAeT IIOJIyIeHHbII H [IPeIBAPUTEIHHO BBIUKC-
JIeHHBIIT 0TBeTHI (1mar 3). B cyvae coBnameHns
KIMEHT CIUTACTCS] BePH(DUIIIPOBAHHBIM.

OcHOBHbIE 0COOCHHOCTH:
® OBICTPBILI IIPOLIECC CHMMETPUIHON ay TEHTH-

buxkaruy;

o He TpebyeTcs Ge30IacHOe XpaHeHne CeKpeT-

HBIX KJIIOYel Ha CTOPOHE XOCTa.

Takoi OIXO MOKET IPUMEHSIThCSI VIS 3a1IIH-
TbI IporpaMMHoOro obecredenus (I10) u B mpo-
€KTaX, He IIPelyCMAaTPHUBAIOIINX HEOOXOTUMOCTD
XpaHEeHIUsI CeKPETHBIX TAHHbIX Ha CTOPOHE XOCTa.
OH MOKeT PeaIn30BBIBATHCSI HA IIPOCTBIX MAJIO-
MOIIHBIX MHKPOKOHTPOJIIEPAX C OYeHb HU3-
KO CTOMMOCTbIO, IIOCKOJIKY Ha CTOPOHE XOCTa
He TpeGyeTcst BBITONHEHne 00bEMHBIX MaTeMa-
THIecKuX BeraucteHuit. Ho y ayrentudukanuu
¢ UKCHPOBAHHBIM 3aIIPOCOM €CTh U Cepbes-
HBII HE[IOCTATOK — OTHOCUTEILHO HEBBICOKAsI
KPHITOCTOMKOCTD. 37I0YMBIIIICHHUK, XaKep WK
KPHUIITOAHAIUTHUK (OO TePMUH — «aTaKyIO-
LIUIT» ) MOKET MCIIOIb30BATh JIOTMIECKUI aHaJIU-
3aTOp Ha IIHHe HH(POPMAIOHHOr0 0OMeHa s
IiepexBara COOOIEHUI U PACKPBITHS CEKPETOB.

K cgacTpio, CyIIecTByeT JOCTATOYHO IIPO-
CTOI CII0CO0 HOBBIIICHUSI YPOBHS CEKPETHOCTH
K CI[eHapHIO «(PUKCUPOBAHHBIH 3aIIPOC — OT-
BeT»: 0OaBIIEHIE IPOMEKYTOTHOTO KIII0Ya.

CuMMeTpUYHas ayTeHTU(HUKALUA

no cxeme «(PMKCMPOBAHHbBIN

3anpoc — oTBeT» C MPOMEXKYTOUHbIM
Knio4oM 1 6e3 xpaHeHUs ceKpeTHOro
K/llo4a Ha CTOPOHe XocTa

DTOT MOAXOM PeTH3YETCst ITyTeM OTIOTHHU -
TEJbHOM MPOIIEYPhl XEITHPOBAHUS C IIPOMeE-
JKYTOUHBIM KI0doM (puc. 3). Kak u B mpegsl-
IyLIeM cIydae, 3HaYeHUs 3a[POCOB U IpefBa-
PUTEIBHO BHIYMCIEHHBIX U CBSI3aHHBIX C HUMHU
OTBETOB 3apaHee 3aIMCHIBAIOTCS B 9HEProHe3a-
BUCHMYIO [IAMATH MUKPOKOHTPOJIIEPA XOCTA.
Ho Terepb 3TU OTBETHI CTAHOBSITCS TPOMEIKY -
TOYHBIMHU KIIFOYaMU IIH(DPOBAHHS.

[Tporecc HaYMHAETCS C 3aMIPOCA, KOTOPHII
XOCT Iepechuiaer KineHty (1ar 1). Dror 3ampoc
xemmpyercs B ATSHA204A Ha cTopoHe KiIneH-
Ta C CEKPETHBIM KIIF0UoM (1rrar 2). TTorydeHHbIit
JAKeCT (TO eCTh IPOMEXYTOYHBIN KIIF0Y) 32-
TEeM BHOBbB XEIIUPYETCs], HO YK CO CITyJaHbIM
9UCIIOM (HapuMep, KOMOUHAI[HEH TeKY X
3HAYEHUIT IATHI ¥ BPEMEHH ), KOTOPOe TeHepPH -
PYeTCsl XOCTOM M IOCBLUTAeTCsT KiIMeHTy (wrar 3).
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KnuneHTt Ne A
XocTt Ne 1 ATSHA204A
ATSHA204A

Xoct Ne 3

ATSHA204A ‘

Xew-
DyHKUMS

Puc. 2. CumMeTpruHan ayTeHTUDMKaLMS MO CXEME «(PUKCHPOBAHHDIN 3anpoc — OTBET»

6e3 XPaHeHWsi CEKPETHOro K/ko4a Ha CTOPOHE XocTa

[ara, Bpemsi,
cnyyanHoe

MpomexyTouHble

ATSHA204A

CeKpeTHbIN
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Puc. 3. CuMMeTpruHan ayTeHTUDHMKaLMS MO CXEME «(PUKCHPOBAHHDIH 3anpoc — OTBET»
C NPOME3KYTOUHBIM K/IK04OM U B€3 XpaHeHHs CEKPETHOTO K/ioya Ha CTOPOHE XocTa

DTO yHUKAIBHOE CIIYIaHOE TUCIIO HCIIONB3Y-
eTCst JIMIIb Of[MH pas, moaTomy Atmel HasbiBa-
et ero Nonce (Number used once). aiimxect
IPOMEKYTOUHOTO KiIoua U Nonce sIBIseTCs
OKOHYATEJIbHBIM OTBETOM KJIMEHTA, KOTOpLIﬁ
OTIIPABJISIETCS XOCTY (IIIar 4) U CpaBHUBAETCS
TaM C JAUIKECTOM, I10JIyYeHHBIM XOCTOM ITyTeM
TAKUX K€ BBIYUCJIEHUN C 9TUMU Ke JAaHHBIMU
(mrar 5). [pu coBraneHnn naimxectos (1ar 6)
KIHEHT CIUTACTCS BePH(DUIIPOBAHHDBIM.
OTMeTHM, 4YTO OTBET KJIUEHTA KaXK[bII pa3
OymeT HOBBIM, IIOTOMY YTO CIyIailHOE TUCIIO
Nonce Kakablil pa3 ToXe OyeT pasHbIM. DTO
SHAYUTEJIbHO ITOBBIIIAET YPOBEHDb I/IHCbOpMa‘
I[HOHHOM 6€30IaCHOCTH CUCTEeMBL — TeIephb
[IPEMeHEHHe JIOTHIeCKOro aHaIN3aTopa He JacT
aTaKyIoIeMy TpebyeMOro pesyibrara.
OcHOBHbIE 0COOCHHOCTH:
® OBICTPBILI IIPOLIECC CHMMETPHIHOI ay TeHTH-
ukaruy;
o He TpebyeTcs Ge30IacHOe XpaHeHHe CeKpeT-
HBIX KJIIOYel Ha CTOPOHE XOCTa.

3au4wra 3arpy>xaemMmoro Koga
npy nOMOLWMHU CUMMETPHUUHDbIX Knouen

3amura NHTEIIEKTyaIbHOI COOCTBEHHOCTH
B Bufie Koga Mukponporpammsl (firmware),
10-BUIIMOMY, SIBJISIETCSE CAMOI 0OIIIMPHOI 06-
JIACTBIO IPHJIOKEHUI. DTOT CETMEHT BKJIIOYAET
[IPaKTHIeCKH JIOOYIO BCTPAUBAEMYIO CUCTEMY
¢ o6HOBIsIeMbIM i Mogudunupyemsm 110,
6a3upYIOLUIYIOCS Ha MEKPOIIPOLIECCOpe UK
MHUKPOKOHTpOJUIepe. B Hacrosiee BpeMs Tak-
JKe BCe Yallle IIPUMEeHSeTCs yaleHHOe BHece-
HUe UCIPaBJIeHU T, OOHOBJIEHUIT U KOPPEKIIHS
o600k Mukponporpamm. 1 3necs Heo6x0-
AUMO IOMHHUTb, 9TO Oa3HUPYIOLUINECS TOIBKO
ua I1O pemrenns nundopmannoHHoi 6e3omac-
HOCTH, KaK IIPaBUIO, 0e33alUTHbI IIepef aTaKy-
IOIIUM, IOTOMY ITO MOTYT ObITb IIPH JKeJTaHUK
JIETKO B3JIOMaHBbI.

Yerpoiicrsa CryptoAuthentication momorator
3aIIUINATD 3aTPY’KAEMYIO B CHCTEMY MUKPO-
IPOrpaMMYy IIyTeM HeONyIIeHUs oIy YeHHs
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Puc. 4. 3awmra 3arpy>xaemMoro Koda npu noMoLL1 CUMMETPHUHbIX Ktouer. LLindposatue koga npunoxxeus u nonydeHre MAC

XaKepamu ee 06pa3oB U aITOPUTMOB. DTO ra-
PaHTHUPYeT, YTO TOJIbKO OPUTMHAIBHOE, HE MO~
nuduipoBanHoe firmware oT IpoOU3BOAUTENIS
3arpy’KaeTcsi B 9HEPrOHE3aBUCUMYIO IIAMATD CU-
CTEMBI 1151 HOCTEYIOIIEro UCIIOJIHeHH S,

JaHHBII TOAXOM MCIOIb3yeT U MudpPo-
BaHue, U ayreHTuuKanuo. Ha mepsom ara-
1ie (puc. 4) Ha CTOPOHE XOCTA OCYI[ECTBIISETCS
i poBaHme KOfa PUITOKEHHS ¥ IOy deHre
MAC. lTudpoBanme MUKPOIPOrPaMMBI TIepet
OTIIPABKOI I1eJIEBOMY KJIMEHTY He II03BOJISeT
XaKepaM HCIO0JIb30BaTh ee B CJIydae IepexBara.
Jlist sarmppoBKH UCXOIHOTO KOfa paspaboT-
UKy HOTPeOyeTCsI CO3HATh KI0Y HIN(POBAHUSL.
Oro peanuayercs B Mukpocxeme ATSHA204A,
KOTOpasi XPAaHUT CEKPETHBII KJIIOY U XeIIUpPyeT
ero BMecTe ¢ HeKOTOPOil Ha4aJIbHOM I10CTIeNI0-
BaTeJbHOCTHIO (mmar 1). [TonydeHHbIH Hafia-
skecT (K04 mudpoBaHus) MOJAETCS Ha BXOT
anropuT™a mudpoBaHuUs, HOCIe Yero paspa-
OOTYHK [OJIyIaeT 3arpy’KaeMylo B yCTPOUCTBO
1[eJIEBOTO KJIMEHTa 3an(PPOBAHHYIO KOO
(trrar 2). HaganbHast mociiejoBatesibHOCTS Gy/er
IepeciaHa KIHeHTY BMeCTe C 3ai(pOBAHHBIM
KOZIOM, ITOOBI MOYKHO OBLIO OCYIIIECTBUTD pac-
mudpoBKy.

AyrentuduKanus TOArOTABINBAETCS IIyTEM
XeIMPOBAHUS (MK JOTIOTHEHSI) OPUTHHAIID-
HOTO KOJIa IIPUJIO’KEHNUsI 10 pasMepa, IIpu KO-
TOPOM OH MOXKeT OBbITh KOPPEKTHO XeIIHPOBaH
C CEeKPETHBIM ay TeHTU(DUKAIIMOHHBIM KII0YOM
(1mar 3). OTMeTHM, 9TO ayTeHTU(PUKAIHOHHBIIT
KJIIOY He COBIAJIAET C IPEABIYIIUM KIIOUOM,
UCIIOJTB30BABIIMMCS HCKITIOYUTETHHO IS I (-
poBaHwusL. [laiipKecT HCXOTHOTO KO IIPUIIOKe-
Hus xemupyercs B Mukpocxeme ATSHA204A
ele pas, Terepb COBMECTHO C KJIIOYOM ayTEeHTHU~
uxaruu (1uar 4). PedynpTupyrormuit maimxect
HaspiBaercst Authentication MAC, xoTopslii,
10 CYTH, IPeACTaBsAeT co60I HEKHil aHaIOT
udposoit mopmucu. OH OTIIPABISETCS KIMeH-

Ty BMeCTe C 3alIi(POBaHHBIM KOLOM IIPUIOKe-
HUS U HCIIOJIb30BABIIENCS IpH MUpPOBAHIY
HavaJbHOH IOCIIEI0BATEIbHOCTBIO.

Bropoit aram (puc. 5) Ha CTOpOHe KJIHEHTa
BKJIIOYAET OIePALUHU 3arpysKy, fentnpoBaHIs
u ayreHTuduKanuy. [ToqydeHHbli KO CHaTa-
7a pacurnpoBBIBAETCS, A 3aTeM IPOBOLUTCS
ero ayreHTuUKALUS [T TOATBEPIKACHUS
TIONJIMHHOCTH. []eeBoit KIMEHT 3aIUIIeHHO-
ro I1O monydaer oT xocTa 3amuppoBaHHYIO
BEPCHIO KOJIA, HAYaJIbHYIO ITOCIIE/I0BATEIbHOCTD
u Authentication MAC. [lnst paciiudpoBbiBa-
HUS KOJ]a HadyaJIbHas MOCJIe0BAaTeIbHOCTD Xe-
LIMPYETCs C CEKPETHBIM KJII0YOM, KOTOPBII Xpa-
Hurcs B Mukpocxeme ATSHA204A Ha croposne
xiuenta (urar 1). HamoMHmM, 9TO 9TO TOT e

CaMblil CEKPETHBIN KJII0Y, KOTOPBIA MCII0Ib30-
BAJICSI I HA CTOPOHE XOCTa. Pe3yIbTaToM XeIu-
POBaHUS SIBISETCS KIIOY PacIIupPOBKH, ecTe-
CTBEHHO, COBIIANAIOIINI C KIIIOYOM 3aIidpoB-
KiI. MEKpPOIIPOIIeCCOp BCTPAUBAEMOI CHCTEMBL
(kIMeHTa) BOCCTAHABINBAET KOJ IPHIIOIKEHIS
(1mrar 2), ICIIOIB3YS TAHHBII KIIIOY.

3areM IpoIIecC IIePEXONUT B CTA/IHIO Ay TEHTH-
¢uxaruu. Paciudposanmblit kox 06pabaTsiBa-
ercs (11ar 3) Mo Takoii ke cxeMe, 10 KaKoi 9T
OCYIIECTBILUIOCh Ha CTOPOHE XOCTA, A 3aTeM Xe-
IIXPYETCsl B KPUITOrPAadUIeCKOM yCTPOUCTBe
(1rar 4) BMecTe ¢ CeKpeTHBIM ayTeHTUDHUKAIIY-
OHHBIM KJIIOYOM KJIMEHTa, KOTOPBII COBIIaaeT
C TaKUM 5Ke KJII0UIOM XOCTa. Pe3ypTupyomuit
xinenTckuit Authentication MAC cpaBHuBaeT-
cst ¢ mosrygeHHbIM Authentication MAC xocra
(1mrar 5). Ecu maiiokecTsl COBIIAAAIOT, TO Oy~
IeHHBII NCXONHbIN KO CIMTAeTCSI TOAINHHBIM
U MOJKeT ObITh 3arpy’keH B MUKPOKOHTPOJLIEP
1eJIeBOM cucreMsl (111ar 6).

OCHOBHBIE 0COOEHHOCTH:
® MOKHO CO3[aBaTh YHUKAJIbHbIE KOIIIHU 3aTPy-

30K IJISL KJKIOTO KIMEeHTa IIyTeM IIPUBSI3KH,

HaIIpUMep, K er0 CePUITHOMY HOMepY.
e Bce 3arpysku OyayT BepupUIEPOBAHHBIMY;
® I10JIb30BATENIb MOXKET CBOOOLHO Pa3MeCTUTD

3ampoBaHHBL 06pas 3arpy’KaeMoro Koua

B Cern.

O6MeH CUMMETPUUHBIM CEaHCOBbIM
KNoYoM (C KpunTorpacuyecKUMH
ycTpoMcTBamMu Ha 06enx CTopoHax)

Upes peanusanuu (puc. 6) COCTOUT B CO3/1a-
HUY KT09a NG POBAHUS, KOTOPbI H3MEHS -
eTcs IUIS KaKIOM CeCCHM MIIM Ceanca oOMeHa
maHHbIMU. OTCIO/Ia ¥ IPOUCXOIUT HAa3BaHUE
«CEAHCOBBIN KIIH0Y».

C mOMOIIIbI0 BCTPOEHHOTO reHepaTopa CIy-
vaitHbIX gucen Mukpocxema ATSHA204A cos-

3awmndpoBaHHbIi Pacwudposanue

KoA Ans 3arpys3ku

2

Anroputm
pacLumgpoBaHus
AES

T

Kntoy pacium-
bpoBaHus

HavanbHas
rocneaosa-
TenbHOCTb

Authenti-
cation
MAC

CeKpeTHbIN KoY

CekpeTHbIn
KoY
wmncpoBaHus

ayTeHTUdMKaumum

mncmnHNINERINT

AyTeHTudmkauus

Paclundposan-
HbIV KOg,

il

SHA-
256

Laiipxect
pacluu-
hpoBaHHOro
Kofa
) CpaBHeHve
Authenti-
cation
MAC
KnueHTa

SHA-
256

4

SHA204A

Puc. 5. 3awmra 3arpyxaemMoro Koaa npu NoMOLLM CUMMETPHUHBIX K/Tlouer. 3arpy3ka, AeLMiPOBKa 1 ayTEHTU(HUKALMS
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KpHnTOrpaduyeckue MUKPOCXeMbl

[HaHHble
Anst WincbpoBaHns

PacwudpoBaHHble
AaHHble

ATSHA204A

Danpxect
(MAC)

p

CnyuaiiHoe
yucno

Anroputm

ATSHA204A

Lanpxect
(MAC)

Puc. 6. O6MeH CUMMETPHUHDIM CEaHCOBbIM K/I0YOM (C KpUNTOrpachuuecKUMH YCTPOMCTBAMH Ha 0Benx cTopoHax)

JaeT HEKOTOpOe CIIy4altHOE YHCIO U XeIIUpy-

€T ero C XPaHsIIIMCS B €€ MaMSITH CEKPEeTHBIM

kimo49oM (mar 1). OT nosy9eHHOTro HaimKecra

GepyTcst epBble 1M Bropsie 16 Garir (128 6ut),

KOTOpBIE CTAHOBATCSA CEAHCOBBIM KJIIOYOM

muposanust AES (urar 2). DToT K101 Iepe-

CBUTAETCS B YIIPABJIAIOIINE MUKPOKOHTPOJLIEP

[LJIs1 BBIIIOJIHEHUS IPOLeAy bl I poBaHus

TpeOyeMbIX HCXONHBIX JAHHBIX II0 aJITOPUTMY

AES-128 (mmar 3).

SamndpoBaHHble [aHHbIE U HCIOIb30BAB-
1Ieecsi CJIy4aiiHOe YUCIIO 3aTeM MepechblIaloT-
cs1 Ha Apyryio cropony (urar 4). Koneano, nis
pacindpOBKE FAHHBIX TPeOYeTCs ellfe TOIHO
TAKOI JKe KJII0Y, HCIIOIb30BAHHBII IpH Hd-
posanuu. FiIMeHHO M03TOMY BTOpPO¥ CTOpPOHE
HepechbuIaeTCs CIy4aiHoOe YUCI0 — IS BOC-
CTaHOBJIEHHS CEAHCOBOTO KJII0Ya C HOMOIIBIO
TaKOT'O )K€ CeKPeTHOTO KJII04a, XPaHAIerocs
3pech B Mukpocxeme ATSHA204A (ar 5).
ITOCKOMIBbKY CeKpeTHbIE KON Ha 00X CTOPO-
HaX OHAKOBBL, TO IIPU OIIePAI[IU XEIIHPOBa-
Hus 1o arroput™my SHA-256 ¢ onHIM 1 TeM ke
CIIy4alHBIM YMCJIOM Ha Ka)XJOWU U3 CTOPOH
OyIyT mONyYeHbl ONMHAKOBbIE TalIMKECTEL.
Temeps Ha cTOpOHe pacmIuPPOBKHU TOTHO
TAK JKe TIepBbIe MU BTOPbIe 16 OailT morydeH-
HOTO Haiimkecta 6epyTCsl B KaUeCcTBe CEAHCOBOTO
kimo4a jyuist anroputma AES-128 (wmar 6). Dot
KJIIOY MCIOJIb3YeTCs YIPABISIONIUM MHKPO-
KOHTPOJIJIEPOM Ha BTOPOI CTOPOHE IS TIOJTY -
IeHUsI HCKOMBIX TAHHBIX U3 3alIH(POBAHHOTO
COOOIIIEHNSI ITyTeM BBIIOJIHEHHST AITOPUTMA Jie-
mmdposanus AES-128 (urar 7).

OcHOBHbIE 0COOCHHOCTH:

o KToun MubPOBAHUSI H3MEHSIOTCS IJIST KaK-
IOTO CeaHca, ITO MOBBINIAET YPOBEHb 0e3-
OIIACHOCTH;

® OYeHb IIPOCTas, HO 3aIIIUIIEHHAs METOIOJIOTHS;

® JIErKO MOKET OBITh PEAIH30BAHO C IOMOIIIBIO
mukpocxem ATSHA204A.

3awmTa MH(popMaLMOHHOro KaHana
MexXay Kpuntorpaguuyeckum
YCTPOWCTBOM U MUKPOKOHTPO/IEPOM

MHoraa BO3HUKAIOT CUTYAIlMH, KOTA HYX-
HO IIEPUOINYECKU TIPOBEPSITh, He aTaKyeTCsI I
KaHaJl CBSI3W MEXIY Kpunrorpaduiaeckum
YCTPOMCTBOM, OTBEYAOIIIM 3a ayTeHTH(HKA-
LU0, ¥ YIIPABJLIIOIIAM MUKPOKOHTPOJUIEPOM.

[1pu ncroab30BaHUM B KadeCTBE YCTPOI-
cTBa ayTeHTUDUKAIIMHA MUKPOCXEM CEMeCTBa
CryptoAuthentication mogTBepsKieHze TOro, 4T0
ayTeHTH(UKANUS [POIILIA YCIEITHO, MOXKET
TIOCTYIATh Ha BHEIIIHUI BBIBOJL YIIPABJLIOIIIETO
MHUKPOKOHTPOJLIEPA B BUJie 0OBIYHOTO JIOTHYE-
ckoro curHana «0» win «1». DTOT CUTHAI SIBJISI-
eTCsl Pe3yJIbTaTOM BBIIIOJIHEHUS BCTPOCHHOM
¢yuknun CheckMAC. IToaToMy aTakyromuit
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MOJKET IIPOCTO IPUCOEIUHUTD KHOIIKY K JIMHUH
CBSI3U MEKITY IByMs YCTPOICTBAMHU H HOCTOSIHHO
[I071aBaTh Ha Hee CUTHAJ yCIlexa, «0OOMaHbIBas»
YIPaBJIAIONINANA MAKPOKOHTPOJLIEP.

ITpoBepka MOKET OBITh OCYIIICTBIICHA IIyTeM
BBINIOJTHEHNUS JOIIOJIHUTEIBHOTO IUKJIA BePH-
(buxanuu pe3ynbrara, IOTyIeHHOTO OT QYHK-
ruu CheckMAC. 7151 9T0ro TpebyeTcst BTopoit
CEKPETHBIH KJII0Y, KOTOPbIA XPAHUTCA B IIAMSTU
KpHUITOrpahUIecKoil MUKPOCXeMbI U BBITHCIIS-
€TCs IIPOTPaMMON MUKPOKOHTPOJLIEPA.

Ha puc. 7 mokasaso, 4T0 10CJIe BBIITOTHEHUS
koMaHabl CheckMAC 8 ATSHA204A (1mar 1) Ha-
CTyIIaeT BTOPOI 3Tall — HPOBEpPKA IIOJJIMHHOCTA
TIOJTyYeHHOTO JIOTHIeCKoro oTeeTa. [jis1 aToro 1o~
TIOJIHUTEJIbHBIN KIIIOY 2, XPaHAIINNCA B TaMATU
mukpocxeMbl ATSHA204A, cpasy ke sarpyskaercst
BO BHYTPeHHHUII CIIysKkeOHblit peructp TempKey
(tmar 2). B 10 ke BpeMst MUKPOKOHTPOJIIEP, TIOJTy-
YUB JIOTMYECKHII CUTHAJI IIPEJII0NaraeMoro Ioj-
TBEP/KJIEHHS YCIIEIIHO MIPOLIE/IIeN epef TeM
ayTeHTUDHKAINY, TeHePUPYeT HEKOTOPOe CIIy-
JaifHOe YUCIIO (HATIpUMep, TEKyIIiee BPeMs JIHS).
DTO YUCIIO IePeChUIACTCST B KPUITOrPaUIecKyio
MEKpOCXeMy (ILar 3) U XeLIIpyeTcs TaM BMecTe
¢ kitrouoM 2. ITosygeHHbit faipkect (1ar 4) ot-
IPaBJIseTCst 0OPAaTHO B MEKPOKOHTPOJLIED ISt
TIOCTIETYIOIIEro CpaBHeHUs. MUKPOKOHTpOJIIEp
onnoBpemenHo ¢ ATSHA204A BrinonHser Ta-
KYI0 Ke OIIepaIlUIO XeIInpoBaHus (IIar 5) Haj
9TUM 5Ke CITy4aiHbIM YHUCIIOM U KJIIOYOM 2, BBI-
YUCIISISL €TO «Ha MeCTe» B KOJle IIPOrpaMMBbL. 3aTeM
Pe3yJIbTaThl CPABHUBAIOTCA (ILIAr 6), U B CIydae
COBIIA/IEHU 0Ty YEHHbI paHee JIOTUIECKUI CHUT-
HAJI C4UTACTCS BEPHBIM.

OmuMcaHHBIN IPOIIECC — CTAaHAAPTHAS IIPO-
Iielypa IOBEPKH BBIAABAEMOTO ayTeHTUDUIN-
PYEMBIM YCTPOICTBOM JIOTHYECKOTO CUTHAJIA
MOATBEPKAEHUS. ATaKyIOIIeMy CTAHOBUTCH
rOpasao CIOKHee «0OMAHBIBATb» CHCTEMY, [0~
CTOSIHHO IIOCBUIASI CUTHAJ ycIexa «1» B JINHUIO
CBSI3M MEKIY MEKPOKOHTPOJUIEPOM U KPHIITO-
rpauIeckoit MEKPOCXeMOIL.

Koy 2
(BblYMCNISIEMBIVA B NPOrpaMme)

KOHTponnep

TempKey Xew-

Xew-
— yHKUMA
(SHA)

|_> Hangxect

xocta

hyHKUMS
(SHA)

Lanpxect
KneHTa

ATSHA204A

Puc. 7. 3awnra MHPOPMaLHOHHOIO KaHana Mexzay KpUnTorpadMyeckum yCTPOHCTBOM W MUKPOKOHTPO/IIEPOM
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64 KOMMNOHEHTbI

OcHOBHbIE 0COOCHHOCTH:

e ofecrednBaeTCs IPOBEpPKA MOMIUHHOCTH
KaHaJa CBS3U MEXIY MUKPOKOHTPOJIEPOM
U ayTeHTUDHUIUPYEMBIM YCTPOHCTBOM;

o (pyHKIHOHAT AITaPaTHO Pean30BaH B 000
MmuKpocxeme cemeiictBa CryptoAuthentication
IUISE IPOCTOTHI MCIIOJIb30BAHHSL.

3awuueHHoe XxpaHeHHe faHHbIX
C UCNOJIb30BaHUEM CUMMETPUYHOIO
wHcpoBaHUA

HaroMH#uM, 9T0 0fiHa M3 OCHOBHBIX (DYHKIIHI
MmuKpocxem cemerictea CryptoAuthentication —
6esomacHoOe XpaHeHHe KI0Uell muppoBaHUs
B 3aIUIIEHHOM aIIIAPATHOM OKpysKeHuH. [Ipu
pabore pacripesiesieHHBIX cucteM c6opa u 06-
paboTKM [JaHHBIX, IPUBA3AHHBIX K GaHKaM
JAHHBIX Ha yIaJIeHHBIX CepBepax WK 00JIaKax,
SQLIVIIEHHBII C TOYKU 3peHus MH(OpMAIy-
OHHOI1 6€30IaCHOCTH 0OMeH TaHHBIMU OYeHb
BakeH. OH IpeJoraraeT UCI0Ib30BAHUE IIPO-
BePeHHOr0 U HaIeXHOro ajropurma mud-
pOBaHUs U KJIKOYeil udPOBAHNS, KOTOPBIE
LOJIKHBI XPAHUTHCS B 0€30IIaCHOM MecTe.
BosmoxkHOCTH KpUnTorpauueckux yCrporicTs
CryptoAuthentication B 3TOM CMbICJI€ BBITJISI-
T GoJIee PeIIOYTHTEIbHBIMY 110 CPABHEHUIO
C TPaJMIMOHHBIMY pertieHusiMu Ha 6ase I10, mo-
tomy uro I1O ropaspo mpoire B3omMars u, ciie-
JI0BATeJIbHO, PACKPBITh KIIIOYH IIH(POBAHMUSL.

ITycTh ynaneHHOMY KIHEHTY HEOOXOLUMO
Oy IUTh HEKOTOPYIO HH(MOPMALIUIO OT KOP-
[IOPaTHBHOTO CEpBepa, U ee [0 KAKUM-TO IIpU-
YHHAM HE)XeJIATeIbHO B OTKPBITOM BHJIE IIepe-
maBaTh 10 CeTH WIH OOLIETOCTYIHBIM KaHaTaM
cs3u. CrIeIoBaTebHO, JaHHbIE HY)KHO IIPefiBa-
purenbHo sanmdposars. Ho aist mocenyomie-
ro paciupoBBIBAHUS Ha CTOPOHE YIATeHHO-
rO KJIHeHTa MOTPeOyeTCs K0 MIH(POBAHHSL.
Bosuukaer 3amada ero mepechUIKH 110 TeM e
KaHajaM CBsI3H 0e3 PUCKa PACKPBITHUS, pe-
LIXATH KOTOPYIO MOTYT IIOMOYb MHKPOCXEMBI
CryptoAuthentication.

B npusenennoM mpumepe (puc. 8) uc-
[I0JIB3YeTCSl CUMMeTpuUIHOe mudpoBaHue.
Nudopmarust, IpefHa3HAYeHHAS ISt OTIPABKA
KJINEHTY, 3a1i(POBLIBACTCS HA CTOPOHE Cep-
Bepa GBICTPBIM CUMMETPHYHBIM AJITOPUTMOM
AES. CeaHcoBblif K04 IIApPOBAHUS L 9TOH
oneparuu OPMHUPYETCs IIyTeM XeLIUPOBAHUS
HEKOTOPOI HaYaIbHOU IIOCIEI0BATEILHOCTH
(cIy9afHOTO YMCIIa) U CeKPETHOTO K04, Ha-
IEeXHO U 6€30I1aCHO XPAHSIIIIETOCs Ha CTOPOHE
mnposanus. 3amdpoBaHHble TaHHbIE U Ha-
JajbHasl MOCAeL0BATEIbHOCTh COXPAHSIIOTCS
Ha cepBepe, a CeAHCOBBI KIIIOY YHIITOKACTCSL.

3aTeM KIMEHTY HepechlIaeTCsl HCKOMast Ha-
YaJIbHad IOCIeN0BaTeIbHOCTD (1mar 1) u co6-
CTBeHHO 3amudpoBaHHas uHGOpMALUs
(urar 2). 3amudpoBaHHble [aHHbIE TPUHIMA-
IOTCSI CUCTeMHBIM MUKPOKOHTPOJIIIEPOM, a Ha-
JaJIbHasI IIOCIeIOBATEIbHOCTh — MHKPOCXe-
moit CryptoAuthentication, B TaMsT# KOTOPOI
XPAHUTCSL TOT XKe CaMBblil CeKPETHBII KIIIOY, 4TO
1 Ha yajeHHOM cepBepe. ITocie xemuposa-

KpHnTOrpagryeckue MUKPOCXeMbl

Xeww-
yHKUMSA
(SHA) Kntou

pactundpo-
BaHus AES

3

CekpeTHbIn
Koy

ATSHA204A

3alwmdpoBaHHbIn hann

CuctemMHbin MK

Anroputm 5
pacLumcpoBaHus
AES

McxopHble gaHHble
B OTKPbITOM Buae

Puc. 8. 3awmiLeHHoe xpaHeHHe faHHbIX C UCNO/b30BaHHEM CUMMETPUYHOTO LM(POBaHHS

HUS B 3aIlIMIIEHHON alIIapaTHOH Cpefie KpUII-
TOrpapUIeCKOro yCTPONCTBA U3 CEKPETHOTO
KJTI09a ¥ Ha9aJIbHOM T10C/IEI0BATETbHOCTH BOC-
CO3MIaeTCs CeaHCOBBLI KoY mudposanus AES
(mrar 3), KOTOPBII HepegaeTCs B YIPaBIISIO-
LU MEKPOKOHTPOJLIep (1rar 4). [lomydennsie
Ha I1are 2 JaHHbIE PacUIN(POBEIBAIOTCSI MU~
KPOKOHTPOJIJIEPOM C MOMOIIBIO CO3/JaHHOTO
CEaHCOBOTO KJII0Ya [0 aJITOPUTMY CUMMETPUY-
Horo mmdposanust AES (1ar 5) u 3areM MOTyT
OBIT HCIIOJIb30BAHBI I10 HA3HAYCHUIO B OTKPbI-
TOM, UCXOJTHOM BHJIE.

OTMmeTHM, 9TO MOCKOJIBKY MHOTTE COBPEMEH-
Hble 32-pa3paHble U Jake HEKOTOpbIe 8-pas-
pAHBIE MUKPOKOHTPOJIIEPHI UMEIOT Ha KPHU-
CTaJule anmapaTHbIi KpunroakcenaepaTop AES,
TO peanu3anus Mog00HON CXeMbl 3aIUIIeH-
HOTrO 0OMeHa JaHHBIMH JOCTATOYHO IPOCTA.

B cuctemy mo6aBisieTcst ONUH HELOPOTOl KpH-
CTAJIJL, KOTOPBII TaK)Ke MOXKHO HCIIOIb30BATh
LISt XpaHEHUs APYTUX KPUTUYHBIX HAHHBIX
He6O0JIbIIOr0 00beMa — JIOTOB COOBITHIL, K-
6pOBOYHBIX K09 HUIIUEHTOB U T.II.
OCHOBHBIE 0COOEHHOCTH:
o (e30macHoe XpaHeHue KIodell mudpoBaHus
B 3alUIIeHHON allllapaTHOM Cpefie;
o (yHKIIMOHAII AIIAPAaTHO PeaTn30BaH B 000
MmukpocxeMe cemerictsa CryptoAuthentication
IULSE IPOCTOTBI HCIIOIb30BAHMS.

3awura naponei

WHorna Tpe6yeTcst CpaBHUBATH BBOAUMBII
B CUCTEMY I1apOJIb C XPaHAIIUMCS B HeH HC-
KOMBIM 3HAYEHUEM TAKHM 00PasoM, 4TOObI
[IPY 3TOM IIAPOJIb Helb3s1 OBUIO CKOITUPOBATH

MuKpoKoHTponnep

Xew-

Danpxect
HKUNA ————p
be A CUcTeMbl

(SHA)

CnyuaiiHoe
uncno (3anpoc)

Vckombiin napons
B 3aLUULLEHHOW
namsTn

Xeww-

hyHKUMS v
(SHA) -L [anpxect
[AUSTR VALY

—

4

ATSHA204A

Puc. 9. 3awura naponen
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WM IPOYUTATh. [I0CKOJIBKY MUKPOIIpOTpaM-
Ma CTaHAAPTHOTO MUKPOKOHTPOJIIEPA MOKET
6bITh B3IOMAHA, B TAKUX CIYIasiX PEKOMEH-
IyeTcst Kak XpaHUTh [APOJIb B 3aIUI[EHHON
anmapaTHOM cpefie, TaK U IPOBOAUTHL B HEH
CpaBHeHMe BBOJIIMOTO 3HAYEHUsI ITAPOJISI C 9Ta-
JIOHHBIM (OCYIIECTBIIATH Ay TEHTU(DUKAIINIO).
JIJ151 5TOrO MOTYT HCIIOJIB30BATHCS MUKPOCXEMBI
cemerictBa CryptoAuthentication. B mpumepe
Ha puc. 9 kpunrorpadpuIeckoe yCTpOUCTBO M0~
CBUIAET CUCTEMHOMY MHUKPOKOHTPOJLIEPY 3a-
IIPOC B BHJE CIYYailHOTO YHCJIA B TOT MOMEHT
BpeMeHH, KOI7Ia B CHCTeMY U3BHE HAYMHAET BBO-
IUTHCS mapostb (mmar 1). Dro crydaitHoe Iucio
TeHEePUPYETCs U 3aTe€M XEIIUPYeTCs] B MUKPO-
cxeme ATSHA204A ¢ KOPpeKTHBIM 3HaYeHHEM
TIaposisl, KOTOPBIN XPAHUTCS B ee 3aIIUIIeHHON
9HEProHe3aBUCKMOIT TaMsTH (Imar 2), co3naBast
TiepBbI faiixect. ITocie okoHUaHUS BBOJIA 1~
POJISL B CHCTEMY MUKPOKOHTPOJIJIEP XeIIUPYeT
[IOJIyYeHHOe 3HaUeHHe (IIIar 3) O CIyvaiiHbIM
HCIIOM, 3apaHee NepeCcIaHHbIM eMy U3 KPHII-
Torpaduueckoil MUKpOcxeMbl. [1osydeHHbLI
BTOPOI TAIKECT ITePeChlIAeTCst U3 MUKPOKOH-
TpoJuIepa B Kpurrorpaduaeckoe yCTpoicTso,
KOTOpOe CPaBHUBAET €ro0 C YK€ BBIYHCICHHBIM
nepBbIM JaiiprectoMm (rmar 4). ITpu ux cosma-
IeHUU BBeJCHHbII [IAPOJIb CIUTACTCS TTOJIMH-
HBIM, Kpunrorpadudeckast MUKpOCXeMa CUTHA-
JIM3UPYeT 06 9TOM MUKPOKOHTPOJLIEPY, paspe-
II1ast TeM CaMbIM PaboTy crCTeMBI (1mar 5).
OcHOBHbIE 0COOCHHOCTH:
o (esomacHoe XpaHeHUe CHCTEMHBIX ITapOJIel;
® HEIOPOroe, HajIe)KHOe U IIPOCTOE B peaTn3a-
I[UH peleHHe.

Ucnonb3oBaHHe
AUBEePCUPHULHUPOBAHHDIX K/IOUEH

XopouruM croco60M st OBbIMICHIS HH-
(opmanmoHHOI 6€301IaCHOCTH B CHCTEMax
C CHMMETPHYHBIM M POBAHUEM U Ay TEHTHU-
buxarueit sBIsIETCS IPUMEHEHNE TaK Ha3bIBae-
MBIX TUBepCH(UIUPOBAHHBIX Kitodeit. [Tpu Ta-
KOM IIOAXO0/ie KJII0Y, HAXONALIUIACA Ha CTOPOHE
XO0CTa, Ha3bIBaeTCs KOpHeBbIM. KitneHTsI crcre-
MBI He UMEIOT K HeMy JocTymna. BmecTo atoro
Ka)K[IbIi KJIMEHT CUCTEMBI II0JTy4aeT HEKOTOPYIO
NIPOU3BOJHYIO JaHHOIO KOPHEBOTO KJII09a, KO-
Topast 6asUpyeTcsl Ha yHUKAIBHOM JHCIIe, ac-
COLMUPOBAHHOM TOJIBKO C OTUM OIpeJesieH-
HBIM KixeHToM. Hampumep, 910 MoKeT OBITH
72-OUTHBII CepUaIbHBII HOMEp KpUITorpadu-
JeCKOI MUKPOCXeMBbI. YHUKaIbHOE YHCIIO 3apa-
Hee XeIUPYeTCs IPU IPOU3BOACTBE KOHEYHOIO
H3JIeJIUSA COBMECTHO C KOPHEBBIM KIIIOYOM U 3a-
IIMCBIBAETCS B KPUNITOrpaUIecKyo MUKPOCXe-
My KJIHeHTa KaK TUBepCHUIIPOBAHHbII (IIPO-
U3BOIHBILI) KIIOY. DTOT K0T HA3bIBAETCSI AU~
BepCHMUIIPOBAHHBIM HMEHHO IIOTOMY, 9TO OH
YHHKAJIEH, TaK KaK Ka)K[blil KJIMEHT B CCTEMe
HMMeEeT CBOU 11ePCOHAJIbHbIN, HEIIOBTOPAIOIIMIA-
51, uIeHTUUKAIIMOHHBII HOMep. [7ist ayTeHTH-
ukaruu x1nenTa ¢ TUBepCUPUIIPOBAHHBIM
KJIIOYOM XOCT JJOJIKEH yMeTh reHepUPOBaTh
HMEHHO 3TOT KJIIOY TAKKUM JKe CLI0COO0M, KaKUM

KpHnTOrpaduyeckue MUKPOCXeMbl
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KopHeBoii
Koy

Banpoc J
(cnyvaitHoe
yncno)

BbluncneHHbin
[AvBepcubuLmnpo-
BaHHbIN KMioY

Dainmxect
xocTa

ATSHA204A

Banporpammu-
POBaHHbI
avBeepcuduLm-
POBaHHbIN KoY

YHVKanbHbIA
cepuanbHbIn
Homep

Hanmxect
KnneHTa
(oTBeET)

ATSHA204A (knveHT)

Puc. 10. Ucnonb3osaHue AnBEPCHEHLMPOBAHHBIX KKOYEN AN NOBbILIEHHUS YPOBHS HH(OPMALMOHHON 6e3onacHoCTH

OH CO3/IaBAJICSI IIPU TIPOU3BOJICTBE KOHEYHOTO
usnenust. CiefoBaTeabHO, eMy mOTpedyercst
YHHKAJIbHBIN HOMED KIIFEHTa.

B mporienype ayreHTHdUKAINAY, TOKA3aHHOM
B IpuMepe Ha puc. 10, UCIIOIb3YIOTCA BE O~
HAKOBbIE KpUITOrpadudeckue MUKPOCXeMbl —
110 OJIHO¥ HAa CTOPOHE KJIMEHTa U Ha CTOPOHe
xocTa. CHayaJIa KIIMEHT IO 3aIIPOCy XOCTa MOCHI-
JIaeT eMy YHUKAJIbHBII CepUAIbHBII HOMEp CBO-
eit Mukpocxembl ATSHA204A (tmar 1). B mu-
xpocxeme ATSHA204A Ha cTopoHe X0OCTa 3TO
YHCIIO XEIIUPYETCSE BMECTe C XPAHAIIUMCS TaM
CeKPETHBIM KOPHEBBIM KIIF0Y0M. [TosrydeHHbIi
maimkect (mar 2) OyaeT IpeacTaBisaTh co60i
«KaH/MIATa» Ha TUBEPCH(DUIMPOBAHHBIN KIHOY
aroro kiuenta. CiIefyIoIInii 3Tal — IpoBep-
Ka TOTO, IEMCTBUTEILHO JIU KJIIOYU OIUHAKO-
BBI U, CJIENOBATEIbHO, YTO KJIUEHT SABJISETCS
MOMJIMHHBIM. J[JIs1 3TOTO BBITIOJIHSIETCS 10-
TIOJIHUTENIbHASI OIlePAI[Usl «3aIIPOC — OTBET».
Muxkpocxema ATSHA204A Ha cropoHe XocTa
TeHepHpyeT 3alpoC B BUJIE HEKOTOPOTO CIIydari-
HOTO 4ucIa (IIar 3) U OTIPABIISIET €r0 KIUEHTY.
OIHOBPEMEHHO B Heil BBIIIOIHSIETCS XeIIHpPO-
BaHUe 3TOTO CJIYIANHOTO YMCIa ¥ BHIYUCICH-
HOTO paHee IMBePCH(DHUINPOBAHHOIO KIH0Ya.
[TosryyeHHBII maifuKect (OTBET) MepechlIaeTcs
B YIIPaB/LIOLINIT MEKPOKOHTPOJLIEp (Iar 4).

B aT0 xe camMoe BpeMs MUKpocXxeMa
ATSHA204A Ha cTOpOHE KJIUEHTA BBINOIHS-
et oxoskue zerictust. [Torydus ot xocra ciy-
9ailHOe YHCJI0 (3aMpoc), OHA XEIIHUPYeET ero
BMeCTe C XPaHSIIIMCS Y Hee B [IAMSITH 3apaHee
3aMpOrpaMMHUPOBAHHBIM MPH POU3BOJICTBE
KOHEYHOTO U3JieIHs JUBepCUUIIPOBAHHBIM
KJIOYOM KJIMeHTa (1mar 5). BeraucieHnsIit gaii-
SKECT MepechlIaeTCst B YIPABISIONINIA MUKPO-
KOHTpOJUIep XocTa (mar 6), rje CpaBHUBAETCS
C IIOJTy9eHHBIM paHee OTBETOM OT CBOEH MUKPO-
cxembl ATSHA204A. B cirydae coBIajieHust KJu-
€HT CIUTAETCS MOMINHHBIM.,

OcHOBHbIE 0COOHHOCTH:

® BCe KIMEHTHI OyIyT UMeTDb Pas/IHIHbIe KO-
YH, I03TOMY IIOTEeps OIHOTO U3 HUX HE 10~
BIIHsIeT Ha HHGOPMALUOHHYIO 6€3011aCHOCTh
OCTaJIbHBIX KJIMEHTOB B CUCTEME;

® IIPOCTBbIE B PeaTM3aluU OIePallui, H03BO-
JISIOIINE CYIIeCTBEHHO IIOBBICUTD YPOBEHb
uHGOPMAIIMOHHON 6e30IIaCHOCTU CUCTEMBI;

® TEXHOJIOTHS MOKET ObITh MCIOIb30BAHA IS
CO3IaHUS KINEHTCKUX YePHBIX CIIICKOB.

BmecTo 3aknioueHus

AES — oueHb XOpOIIUH U MHUPOKO MPHU-
MEHsIeMBIII BO BCeM MEPe ObICTPBIIT aITOPUTM
CHMMETPUIHOTO IU(BPOBAHUS, KOTOPBII ObLI
IDOCKOHQJIBHO U3y4YeH KPUITOAHATUTHKAMHE
Ha IpefMeT Hajiudus c1abbix Mect. IToaTomy
4aCTO allPHOPU HPENIIOIAraeTcsi, YTO CUCTe-
MBI, B KOTOPBIX Hcmoab3yercst AES, 6ezomac-
HBI 10 yMoiyaHuio. Ho 310 npennonoxenne
He BCeT/Ia SBJIATCS BEPHbIM.

Bo-mepBbIx, mogo6HO BceM Kpunrorpadude-
CKHM CHCTEMaM U aJTOPUTMAM, KPUITOCTOI -
xoctb AES 3aBucur ot ximoda. Ecii arakyromui
MOYKET JOCTAaTh KII0Y, OH CIIOCOOEH IPUTBO-
PUTHCS Ay TEHTHUIHOM CTOPOHOM, pacmudpo-
BBIBAaTh BCE CeTeBbIe COOOIEHUs U B 00IIeM
cIydae pa3pyIIUTh 6e30IaCHOCTh CUCTEMBL.
Kiro1oM k 6€30IIaCHOCTH SBJIIETCS 6e30mmac-
HOCTH KIi04a. [Ipo6IeMa 1 COCTOHUT B TOM, ITO
OYeHb HEMHOTHE CHCTEMBI IMEIOT JeHCTBUTENIb-
HO 6e30II1acHOe MeCTO ISl XPaHeHUs KIII0Uel,
3anuieHHoe ot atak. OTHOBPEMEHHO C Pa3BuU-
THEM PacIpeleJIeHHBIX CUCTEM U HEeYKJIOHHBIM
ycaoxxaenueM I10 xonudecTBo HeTOpabOTOK
B IIpOrpaMMax TOoke pacrer. Spkuii npumep
TOMY — HOCIE[ICTBUS HeIABHO OOHAPYKEHHOM
omn6ku Heartbleed B xpunrorpadpuaeckom
I1O OpenSSL, koTopast 103BOJISIA HECAHKIINO-
HHPOBAHHO IIPOCMATPUBATh NIAMSATH HA CTOPOHE
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Puc. 11. PesynbTar HeKOppeKTHOro NpUMeHeH s
anroputma AES:

a) opurMHanbHoe M3obpakerHe;

6) u3obparkeHue, 3awnpposarHoe B pexxume ECB

Puc. 12. TeHepartop cnyuaiHbix uucen Lavarand

XOCTa U KJIMEHTa, U3BJICKasd XpaHf{H_II/IeCH TaM
KIIOYH MHUPPOBAHUSL.

Bo-BTOpBIX, Kak U BCce KpUnTorpaduieckie
anroput™mbl, AES MoXeT IpUMeHATbCS MHO-
JKECTBOM BapUAHTOB U CIIOCOOOB. 3/1eCh CKPBHI-
BaeTcd ellle OQHO ci1aboe MeCTO — CUCTeMa
6€30IacHOCTH MOYKET OBITH B3JIOMaHa TOIBKO

KpHnTOrpagryeckue MUKPOCXeMbl

13-3a HEIIPaBUILHOTO MM HEIIPOLYMAaHHOTO
unrepderica, OpraHU3anuy pexxuMa paboTel
YCTPOHCTBA, IPOLeAypPsl 0OOMEeHA JaHHBIMU
u 1.1 Kpunrorpadus nopkHa ObITh UCIOTHE-
Ha IIpeJIeIbHO KOPPEKTHO U IPOdeCcCUOHATBHO,
ITOOBI CeKPEThI NeUCTBUTEILHO HALIEKHO CO-
XPaHSUIHCh. DTO OUEBUIHO B TEOPUH, HO HaJe-
KO He BCeT/Ia JIETKO OCYIIIeCTBUMO Ha IIPAKTHUKE.
ITpuBenenHas Ha puc. 11 KapTHUHKA ITOKa3bIBaET,
ITO MOKET IIPOU3OHTH, eCIu Kpunrorpadus
He ObLTa peaan30BaHa KOPPEKTHO.

B-Tperbux, KOI/a ITO-TO 3aIr(pOBLIBAET-
cs1 ¢ momoInbio AES, 60IBIIMHCTBO PEKIMOB
TPeOyIOT HaTaIbHYIO OCIEN0BATeIbHOCTD (WIK
HHANMATU3upyomuit Bektop IV). Dra mocie-
IOBATeIbHOCTb HUKOIZA He JOJDKHA IOBTOPSTE-
CS1 I BO MHOTHX PeKUMAX 0053aTeIbHO [ODKHA
OBITH CITyIaitHBIM IUCIOM. I1po6IIeMsl ¢ TOBTO-
psommumcs IV cnenyronue:
® €C/IM aTAKYIOIIUI CMOT PACKPBITh UCXOIMHbBIA

TEKCT IePBOTO COOOIIIEHHsI, OH CMOXKET pac-

KPBITD U BTOPOE;
® eCIIM OfIHO U TO JKe COoobIIIeHue 06padaThiBa-

eTcst ¢ ofHUM U TeM ke IV, To samudposan-

HBII TEKCT OyeT abCOTIOTHO OIUHAKOBBIM,

UTO SIB/LIETCSI JKU3HEHHO BOXKHOM HH(pOpMa-

ITHel IS BBIYUCICHUS K04 I POBAHUSL

3710y MBIIIIEHHUKAMU.

[TosyquTh EMCTBUTENBHO CITyIaitHOE IUCIIO
BecbMa TPYIHO. BcesleHHasI MOKET [BUIAThCS
BIIepe]l B HAIIPABJICHUH yBeIHICHIS SHTPOIINH,
HO Ha 9TOM ITyTH OHA 3aII0JTHEHA BCeBO3MOKHBI-
MU I1a0JI0HAMU C KaXKyI[eNcsl CIy9ailHOCTBIO.
JleiicTBUTENbHAS CIYIANHOCTD JOJDKHA OBITH
«CXBaueHa» OUeHb akKypaTHOo. OnUH U3 3Ha-
MEHHTBIX T€HePATOPOB CIIYIalHbIX THCENT HC-
10JIb30BAJ JANIKECTHI OT U300 PaXKEHNs TaBa-
gam (puc. 12), u MHOTHe rofib! caiit Lavarand
noppepxuBaicst pupmorrt Silicon Graphics st
[IPeOCTABICHHS CIIYIaNHBIX THCeT B PEKIMe
OHJIAMH.

JlomycTuM, 9T0 y KOMIaHUK-Pa3paboTInKa
HeT TeHepaTopa HACTOSIIUX CIYIaifHbIX TH-
cei. Torga BosHUKaeT cOOIa3H HCIOIb30BATH
«CIIydaiHble» CTPOKOBbIe KOMOUHAIINY, IIIYM

Ha CUTHIbHBIX JINHUAX, TEKYIEE BpEMS B MUJI-
JIMCEKYHIAX WU 4TO-TO Hono6Hoe. ITpobiema
COCTOHUT B TOM, YTO IIOKA Pe3yJIbTUPYIOIIHE
Yucjaa ABJIAITCA IIOXO0KHMMU HaA CﬂyqaﬁHbIe,
06beM uX BBIOOPKU CHIBHO OrpaHuded. [Ipu
BBICOKOU IIPOU3BOAUTEIIBHOCTU COBPEMEHHBIX
KOMIIBIOTEPOB aTAKYIOIIUIT MOXKET [eperpo-
60BaTh MUJUIMOHBI KOMOUHAI[UIT 38 CEKYH/IbI
U yTaiaTh «CIIy9aliHOE» YHUCIIO.

HpI/IHI/IMaﬂ BO BHUMAHHE 3TU U MHOTHE
Lpyrue acleKThl 6e30MacHOCTH, MHOTHE Pas-
pabOTYMKU B HACTOsIIlee BPeMsl II0JaraioTCst
HAa CHIeMa/IM3HPOBAHHBIE AllIIAPATHBIE KPUIITO-
rpaduuecKue CpecTBa, BKIIOYAst 3aKOHUEHHbIE
yCTpOﬁCTBa 1 3alUIEHHbIE UHTEIPaJIbHbIE
MHKPOCXEeMBI Pa3IHIHOrO KiIacca. B obuem
CJydae Takpe CpeCTBa IPeJIIaraioT Ceyomue
pelieHmus:
® CIIBHYIO 3aIMUTY KPUNTOrPahUIeCKUX KITI0-

4eit, KOTopasi He 3aBUCHT OT Hefoesnok B 110,

ycroirauBa k BpegonocHomy I10 (Bupycam)

U JPpYyTrUM arpe€CCUBHBIM aTaKaM;
® HaJIe)Xalllee UCIIOIb30BAHIE PEKIMOB U IIPO-

TOKOJIOB [/Is1 KpUNITOrpahUIeCKUX OIepariuii;
® BBICOKOKAYeCTBEHHbIE FeHepaTOPbI CIIydari-

HBIX I HCeBILOCJIy‘{aI;IHI)IX quces1, KOTopble

OCHOBBIBAIOTCS Ha CIIYIaiHBIX PU3UIECKUX

COOBITHSX U KOTOPbIE JOCKOHAIBLHO IIPOTe-

CTUPOBaHBbI.

AHHapaTHO 3AIIUINEHHBIE MUKPOCXEMBIL
cemeiictBa CryptoAuthentication komnanuu
Atmel OTHOCATCS K TAKUM CIIELUATU3UPOBAH-
HBIM KpunrorpadudeckuM cpegcrsam. OHn
MOTYT IIPUMEHATHCA B IIUPOKOM NHUAIIA30HE
KOHEYHBIX NIPHJIOKeHUM. B ciryyasx, Korna B cu-
creMy TpeGyercst 106aBUTh HAYAIbHbII, HO TIPU
9TOM peanbHO PaboTaIoNINil ypOoBeHb HHDOP-
MAIMOHHOH 6e30IaCHOCTH, He 6a3UpyIOLIICs
TOJIBKO Ha IPOTrpaMMHBIX cnoco6ax 3aIIHUTHI,
OTH MUKPOCXEMBI MOTYT OKa3aTbhCsA XOPOIIUM,
YIOOHBIM U HEOPOTHM PELIeHIEM.

Jluteparypa

1. www.atmel.com
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